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l. Introduction

5G is no longer apolitical. ‘5G race’ is an already established term in international politics,
reminding us of the ‘space race’ between the US and Soviet Union during the Cold War. 5G or
simply the 5th generation wireless technology will transform every aspect of human life. This
transformation will not only enable the existing Internet of Things (10T), but also introduce millions
of exciting new applications such as self-driving cars, buses, and trains, telesurgery which will
connect surgeons and patients in great distances and smart home devices, public services, and smart
city applications (i.e. smart water and sewage systems). By 2025 more than 6 billion, or 75% of the
world’s population will interact with data every day, and each connected person will have at least

one data interaction every 18 second.! A recent report by World Economic Forum assesses that 5G

networks will contribute 13.2 trillion USD in economic value globally and generate 22.3 million

jobs from direct network investments and residual services.? By 2025 Chinese datasphere will

become the largest on earth compared to other regions such as Europe, the Middle east and Africa,
U.S, and Asia Pacific and Japan excluding China.® There are also predictions that the coronavirus
outbreak * and the rise of remote work will fast-forward 5G adoption.®> Given this context, this
Policy Brief analyses the emerging techno-politics between 5G vendors and nation-states, and

explores possible implications for smaller countries like Sri Lanka.

I1. The ‘5G Race’: Are We Witnessing a Technologically Bifurcated World?

In. mid-2019, the Trump administration banned US tech companies from using 5G
telecommunication equipment that could be a threat to national security, and labelled Huawei a

‘high-risk-vendor.’® According to the US Department of State, Huawei is subsidized by China-for a

reason, its actions are incompatible with democratic standards, and has a track record of spying,
stealing, and supporting authoritarian regimes.” Thus, for Washington, Chinese 5G is essentially a
national security threat. Huawei naturally disagrees and has sued three critics in France for claiming
that the company was a conduit for the Chinese Government to undertake espionage® More
recently, irrespective of the US’s threat to limit the intelligence-sharing with Britain, the UK Prime

Minister Boris Johnson allowed the Chinese manufacturer to participate in the UK’s next-

generation cellular network® (offering Huawei the non-core status), indicating that the UK is not yet

a party to the US ‘anti-Huawei club.’
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The European Union also takes a moderate path by not banning Huawei outright, but limiting and

monitoring investments of ‘high-risk-vendors.’'% Given this, many speculate a drastic bifurcation of

world politics on pro- and anti-Huawei lines, yet the 5G techno-politics are still maturing, limiting

advanced predictions.

Figure 1: Huawei, by the Numbers!?
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Note: Data as of June 2019.

I11. China’s Digital Footprint: A Digital Dragon?

In the face of pro- and anti-Huawei debate, it is worth answering the questions, ‘what consists of
China’s Digital Silk Road?’ and ‘how big is China’s digital footprint?” As per Mercator Institute for
China Studies, the scope and ambitions of China’s digital strategy includes a variety of digital
infrastructure projects from investment activity by Chinese tech giants, network equipment deals,
smart projects implemented by Chinese companies, Chinese research and data centres, fibre optic

cables, and various Memorandum of Understandings (MOUSs).!2

According to the data gathered by RWA Advisory Group (2012 and after), India, and Malaysia

hosts the largest share of Chinese funded digital infrastructure projects. (Figure 2).!® Chinese
companies are expanding their global footprint, installing fiber-optic/internet cables (in 76
countries), smart city initiatives (in 56 countries), telecommunication equipment (in 21 countries),
and internet-connected appliances (in 27 countries).!* Led by Huawei, China’s global
telecommunication market share is noticeably larger than other global counterparts such as Nokia,

Ericsson, and Samsung. (Figure 3).
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Figure 2: China’s Spending on Digital Silk Road Projects®®
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Note: Graph includes projects completed or initiated outside China since 2012 that enhance the digital
infrastructure of the target country. Does not include merges or acquisitions. Dollar values for some projects
are unavailable and therefore are not reflected in the country total.

Figure 3: Global Telecom Equipment Market Share (%) 201916
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The enlargement of China’s digital footprint is marked with several key turning points. Made in
China 2020 (MiC 2025) was launched in 2015 (and largely updated in 2017 as ‘Made in China
2025 Blue Paper’). This is the most comprehensive industrial strategy of China to date that
emphasizes smart manufacturing, the digital transformation of all industries, self-reliance for core
emerging technologies, and global leadership ambitions as a provider of tech products and services.
In addition to that during the post-2017 period, China’s ambitious Digital Silk Road initiatives were

well visible in a range of national-level policies such as ‘Cloud Computing Three Year Action Plan’
in 2017, ‘Digital Economy Development White Paper’, and also the ‘New Generation Al
Development Plan’ in 2018.%

China has launched the ‘Belt and Road Digital Economy International Cooperation Initiative’ with Egypt,

Laos, Saudi Arabia, Serbia, Thailand, Turkey, and the United Arab Emirates. It has signed cooperation
agreements with 16 countries to strengthen the construction of the Digital Silk Road.'® As IMF working

paper China’s Digital Economy: Opportunities and Risks reports, although China’s digitalization process

lags behind some of the major economies such as the US, Japan, Britain, and South Korea, China
has become a global leader in some key digital industries such as e-commerce (over 40% of global
transactions), Fintech (Chinese companies account for more than 70% of the total global
valuations), cloud computing, ICT exports, and also as a leading global investor in key digital

technologies including big data, and artificial intelligence.®

IV. Where Should Smaller Powers Stand? Policy Implications for Sri Lanka

Several mobile services providers have tested 5G in Sri Lanka. Yet, doubts and controversies exist
among experts on many grounds. The first concern is whether 5G is a development priority of the

country. According to the estimates of the Ministry of Telecommunication and Digital

Infrastructure Facilities, developing 5G technology alone could account for 10% of Sri Lanka’s

entire GDP by 2025, and generate over at least one million more jobs for years to come, and
collectively add 8 billion to 20 billion USD in economic value by 2030 to Sri Lanka’s GDP.

Secondly, some domestic telecommunication industrialists argue that Sri Lanka should not push
aggressively to roll out 5G going by the hype it has created the world over, instead assessing what
we can do with 5G that we cannot do with 4G is essential. According to them, about 98 percent of

Sri Lanka’s e-commerce and e-government tasks can be executed with 4G and 5G is not yet in high

demand.?! This is a concern that needs to be addressed with careful research and data.
4
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The third controversy is whose technology is more secure? Huawei has already invested in Sri
Lanka. Dialog Axiata??> and Mobitel?® conducted pre-commercial 5G trials during 2017-2019 and
both Huawei and Ericson have partnered with them. Specifically, along with the existing anti-
Huawei debate, it is likely that the other alternative 5G vendors offering attractive options for 5G
infrastructure investments in the developing world. However, leveraging between perceived
benefits and perceived security threats attached to each 5G vendor, along with domestic

development priorities will be challenging but necessary.

Therefore, Sri Lanka needs to be equipped with a technologically clear rationale of either accepting
or rejecting a certain 5G vendor. The Ministry of Digital Infrastructure and Information Technology
has taken the lead and produced ‘National Digital Policy for Sri Lanka 2020-2025 (Draft 2.0)’
which provides some explanations. As the report specifies, the current telecommunications law that
governs the sector needs to be upgraded to meet the requirements of the emerging 5G ecosystem.

Broadcast and telecommunications sector regulations are yet to converge to better manage the

issues emerging from the above technological advancements.?*

Currently, an integrated ‘5G Policy’ that initiate a discussion, and compiles recommendations and

implementable solutions (similar to High Level 5G India 2020 Forum?/5G white paper called

‘Enabling 5G in India ?®), is a priority in Sri Lanka. Publishing a ‘whitelist’ of secure/trusted 5G

vendors will also provide clarity for domestic service providers and for the general public,
improving national laws and standards that every foreign 5G vendor must equally adhere to, and

communicate those clearly to the general public will create a safer domestic 5G ecosystem.

5G is not a binary choice. As the Malaysian Minister of Communications has clearly stated, “we

have our own safety standards, we have [our] own safety requirements. So, whoever deals with us,
whoever comes up with proposals, we have to be certain and we have to be sure they meet the
security standards that we have.”?” The Government of Malaysia is thus having multiple 5G
agreements with several vendors such as Huawei, Nokia, and Ericsson. The rationale behind is to
foster competition between vendors for a healthier sector. These are some of the areas that Sri

Lanka needs to investigate more.
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V. Conclusion

The global 5G market, vendors, their agendas and politics keep evolving unprecedentedly. Europe,
South Asia, and Southeast Asia will remain battlegrounds for the evolution of the ‘5G race’ for the
next couple of years. The US will reassess intelligence and information sharing with countries that
welcome untrusted 5G vendors.?® Also, it is more likely that the competition between various 5G
vendors will be heightened. Since technological advances are no longer apolitical, all the possible
future decisions on above controversies will be subject to the technological ‘soft power politics’
played by great powers. Also, how technological ‘soft power’ could be transformed into ‘hard
power’ game is another important concern for the survival of the smaller states like Sri Lanka.
Therefore, Sri Lanka must carefully leverage the evolving 5G technology and politics to maximize
the domestic economic and security interests.


https://share.america.gov/u-s-wont-share-intelligence-with-compromised-partners/
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